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n1sliusnsiusunsudesiuuazidalifanaunames wiaunsnsiasauuaziinsieiieanaiy
LA389ABNNLMBSUUY Endpoint Detection and Response (EDR) wag Extended Detection
and Response (XDR)

0. AMANWYMZIANIZYRIlULATY EDR (Endpoint Detection and Response)

0.0 TavavEdmiuEesgnieliitesnit mooo AvAs

oo ANNTRRILITUUURTANS Windows uay Mac OS nadiuaan 1#

@.o @114150U 098U Malware (Virus, Spyware, Bots, Backdoors, Key Loggers, Root Kits,
Dialers, Adware, Trojans, Phishing &z Worm) kuu Real time protection

o.€ anunsaUiuusgudeyalisa (Update Pattern) waardasnauiinmasgnineniiuszuy Cloud
YDINARA U ABATS

0.¢ H5EUUUIMTIANSHaESTUUInYITIeeu Tnglwusnsiuseuu Cloud

®.5 mmiﬂL‘?J'amial,l,azé’wmmgmsﬁayja WuwAlulad Smart protection network %58 Global
intelligence network #30 Global Threat Intelligence %39 Global Protective Network

o.0) JAUATEUUATAUINITIANTTENYME Enterprise management lu Console Lagilagsas
anunsainfemns web-based ¢ wag enuauuleugldimualagliifesasiusunay console iisniy

o.c dmaluladlun15m5933U Malware WUy Signature-based, Cloud Technology Tag@1unsa
AATIZYNGRANIIY (Heuristic Technology) adnatdonsal

- Virtual Patching #3@ Intrusion Prevention %38 Network Attack Defense

- Behaviour Monitoring #38 Ransomware Protection

- Machine Learning

®.c¢ @ITOVIULUU Personal Firewall %39911971U50AU Windows Firewall kagas15av1nng
asradunisTaufiiunessuuiadotng wieustauansdsunasiinnvenislanfmansuld (ntrusion
Detection System #%3® Intrusion Prevention System %38 Network Threat Protection %38 Network
Attack Defense)

o.00 @unsadeaiunista Service vaalusunsa Antivirus 1a fausinaediansidu Administrator
yoaATesneniameignieiny

.00 3 Password 33/UuAaIn Server waasEUUUIMSTANS lunstestumsdealusunsy
wieladlsh User anunsaudile wie Uninstall Tsuwnsuls

o.0l0 a50NIATIAdaURE Idad1dlnind efinsdsuuladlasldmalulad iswift wie
iChecker #1358 Cache Scan %38 on-access scan yisawmalula8duiifnii Weannatlunisnsisaeuld

o.0m d11nTafvuANIsENIUNS Scan Tnoseyidu unanalidld aninsaiinisds Scan g
On-Demand ¢

.0 813150898 1a T8 Alert Message Tuaquaszuuld 1ieinies Server nsranulaia
a3 Alert Message aan31891uluguuuy HTML %3e Text %ise PDF %38 CSV 1¢i
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.00 @nunsammun auge/leyaa/udadion nsdilgeu website vad user uiazauld

o.00 au3aeyga/lisyan/msvaeu msldnulusunsuildegluadesld

o.0 asafvuaulauten1sidni Files, Launch process UA3 aspaufininasluasdnsld
(Application Control)

o.0c @11130M19UA Policy 38 Custom Rules la lneilaaaud® TCP Ports Blocking ICMP
Port Blocking wag Shared Folders Blocking Juedaties

oo @NN30AINNT Quarantine %38 Isolate LA3psnBLRUNDTasduindnlfasenaniAseve

o.oe A111504ANIT10A% 8 st adlaivadlUsunsuii fadcuund psnoufiunes wavudwnad
dwtusummilatadeduimantivle (Vulnerability assessment)

0ol anunsALARITIBATLEEANRlE uUInnsAaIenneY vesldnunasmeufianefld
(Cloud Discovery) kazviin1s Allow , Block 1 mmwyj File sharing, Messengers, Email

oo @unsnaun1e/leugyn Tnugunsalnnnigu flash drive , cd-dvd

o lod ANMIANTIVADUTINGFNTINURTIBVRILIE

oo douimstosiudeanatumdleiuesluguiuy EDR (Endpoint Detection and Response)

oo Tilsitu Windows Desktop sharing lnsansnsaideuseludauniesgnuie uazusivieldlag
laiduduspsldaulusunsu remote desktop
. qmé’n‘lﬂmzquzﬁuaﬂﬂmﬂiu XDR (Extended Detection and Response)

b.o TAvENTAmSUAToivglitosnin <o AVANS

o.b a’lmmﬁﬂﬁgwu‘izuuﬂﬁﬂ’ami Windows Server 2016, Windows Server 2019, Windows
Server 2022 uag Linux tdusenstias

.on 10U XDR sULUU Open 3@ Native XDR

. farwanunsadumsdesiufoanaiy egrsdosdl

(@) Exploit Prevention

(o) Malware Prevention
(en) Fileless Attacks
(&) Al-based / Machine Learning analysis
(

&

—_—_ T

Behavior Threat Protection
() Ransomware Protection

b.¢ BwAluladn1svin91uLuU EDR (Endpoint Detection and Response)

.5 @50ATIERRURBYRsIT9an (Root Cause Analysis) Ta

b.o AINTAARTsiLardolamgAnssumaia viegUnuunslani wieunansoazieaiilo
auayuNInTINEeULArRaUALBIsaiuAnA1le

o. §vth Dashboard yienthesasusmnnsalioanaiy Tnsanunsauansdeyaivisligoua
JEUUTIANTNUaEInaIAUANLAAvBIUANITalla

b. annsnuansdeyansmtusastostusoanaulusuuuy Timeline duksusigaisuduaud
idugn visuanaduusunInmnnsal (ncident Graph) lunthaeifieiy

b.oo TiAdesiledmiudumuarduauiognamTegndeunds
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b.oe aunafINdeyaieifudeyatoundald Tnefiftuiidmiuivdeyadmiuszulidesnia
o U

.ol ansadesiuieanamanmslduselosiantodiniveddusunsy (Anti-Exploit) I

©.0m @1u150t08s A 0TI RA Ransomware ¥11n15L915WauL Share Folders, Map drive 1§
wagmuuaatlunUle9u Share Folders wasainiinn1stasiuuda (Anti-Cryptor)

b.oc annsavhnsiaulidienansfigniinsialng (Recovery) Insanunsafvuammsgaulndls
HawuuSalug® (Automatic) wie Smumes (On-derand) 1

©.o¢ dursadesiudeanainainnisldussleviandeduiniuaseuis (Network Attack
Defense)

b.ob @11150¥1113 Update grudoyalisaainiad ssfinmunluiniodis uazain Cloud vos
wanfariiuldlemsansdfiinminedogninelulfnuuenssutieiody

b.on @10150d3bNETidosasde (Suspicious files) mmﬂ%"aaﬂauﬂumai‘qﬂsdw (Endpoint) U
Cloud Sandbox 1t 831A5124i%1 Malware wuusnlusi@ld wazauisads File virus 9nniadausms
Fan1suaz Manual iterlunsiageuuuszuu Cloud sandbox Inedesaninsaseanulagazidendanis
YI9ULY suspicious , network activities , Extracted files ¥895¥UU Threat intelligence 1

w.oc TmAlUlad N15M197U L UU EDR (Endpoint Detection and Response) wuu Cloud
Technology wiavhausufuszuuilosiulada e

b.ec il EDR Sensor ﬁﬁwmi”mﬁwamm%ﬂadh”ui’a%’aﬁi%’muagjLL‘UU Single Agent Tnwanunsa
soe¥uTEULUTRMITS Windows, Linux wa macOS

.o #1UIAUIMIIANITIINAUINA (Centralized Management) W11 Web Browser

bloe A11NT0YIN1503993U process Aifesasdtluszuuufiinig viie desfumaiudsuulasans
(privilege escalation), @51slWauazgou process Msvineuls

.ol @31307N15ENLIUNTATIIaRUNITaRnUlITa Iaeimuaguwu File, Folder, Extension,
Process, File Hash, Threat Name latluagnstioy

b om @11150¥11133AUlNE (Restore) Idignandu (Quarantine) nduluswhunyaiu n3o
sumislnsl wde annsadmuadsniumsanulid Exclusion) fiinisgaulu Policy Talnednlusia
NIUYNNITUTIITIANITIINAIUNA

b.loc 111504 puRBN15TANIUWUY Respond Tussuu User domain L esfinn1sdnnsiiudn
seAun1elueednsfile a1y Domain T 19U Lock WAy Reset account, Add Lay Delete user 1Ugf
Security group 5'146]

o¢ ansavhnmsdsiluniasdlusunsuazaounsfnsdiusunsudesiulifavueiasgnitenn
dunansly

blob dnnsafmuasariesiumsaoulusunsy (Uninstall) wazstarnudmsunmsuilunisas
A (Policy) veslusunsaUUIATesgninElnsIenALAT THARY

b.oe @1unsatmun Policy 1ngugldm 1y location fifins1Ud suudaslaesnlusd gy IP
Address, Gateway Address, DNS Server
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b.log @150AUANKAEAMUAANTN1T1TugUnsalren1eneuen (Device Control) l¢i lng
aauA LAt Allowed, Blocked, Read-Only Tiuazanusneyanlildauiiuse Device ID wio
Product ID 1¢1

blox anunsanansTIsumslandluszuuiiniisa lnsuansdelndosfumanaziaissUatonis
ssssanuesnislaufle

b.mo fuinssmeangrudeyahianeufinmesliuasivldludnuae Cloud update uaziA3 s
Umsdamsdrunansitimuniesld (Local Update) ilaliusmsiiuisesreniinmesgninglusyuy

b.ae @I mualie3ssgnieuusEUUUTRnS Windows %138 Linux ihwthiinsza1enns
gnanneluiaIodng 's'mﬁgammsau,amsws?fam%qthaﬁLﬁiﬁmwﬁﬂﬂﬁé’wmmmz'ﬁwamﬁsmaaﬁj’u
994 Products, Signature fiowian

b.anlo $1laidu Windows Desktop sharing Insanunsaieusisldaieiesgnite wag witie 1¢
Tnglidndudesldaulusunsy remote desktop

o.enen @1115049 Task remote wipe data ﬁLﬂ%@ﬂQﬂ“d?&Jw}j Im&lizqtﬂu Path Folders or Files ,
Files by Extension uagimun delete wuuamsldnnmsasafiellfanansadau

.o @130150U090UA8ANAINIIN Malware wasoluil Viruses, Worms, Trojans, Spyware,
Adware, Keyloggers, Rootkits Iodusgnailoy

w.n¢ @sadasiudaus (Antimalware) lngd19893ng1ut8Ya (Signature) WaghuUTATIEN
WOANIIU (Heuristic analysis) sauﬁamsﬁauiuw Machine Leamning laidusenatios

.o Aosiladosmnonisiiintuiude o

o VBULYAVIHFUTILWLLFYN

Aiuirstendugdniunisindslsunsudesiulifanoufinnes 91U moco 1ANS nui
drinaumsaaluunuauivualrudasanely <o Tu duanTuasunuludyan w%’auﬁgﬁmv‘haqﬂ
ensAnsUsensuioeiulada

nsaifAT ssneuiamesimnuals Fosmsinaausunsudesiulisaneufinmesniendin
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WA
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