ANMARNUIN &

A5 Mobile Application

AMANUALANIZYDINITWAMUT Mobile Application
®. NSIATIZHAUADINNG (Requirement Analysis)

o.0. §5UTA0aAUAUABINIT (Requirement) lagsauiul 31914 i odnviienans SRS
(Software Requirement Specification) ATBUARAA Functional, Non-Functional, Security,

Performance, Compliance
o.b. Hall Use Case, User Story, Acceptance Criteria ASUDIU

@.en. Requirement ¢83iin13 Traceability Feuledluss Test Case

. nseenuuudntUnenssutazinalulad (System Design & Architecture)

©.0. Mobile Application fiasimuInie Cross-Platform Hybrid Framework fiausa Compile
vJu Native i0S uag Android 310 Single Codebase

b, Framework A4@035995U
b.lo.e. Hot Reload / Hot Restart tiioAusinsilunswauiwasnagey
blolo. Reactive Programming Model @1%5Un1539AN1s State way Ul

blo.m. Ecosystem @ 113U Security way Performance Optimization 1% Code

Obfuscation, Secure Storage

.o N15EBNLUUTBSALANABINANNTS Clean Architecture / MVWM %1518 UL L oA
Juszuuiasdgsonisingesnm

.. Dependency Management

b.eo. #osld Package Manager Aifin1snsavaauvedlnd (Wu n159i SCA ndeusedy
SBOM §uuuu CycloneDX/SPDX)

.. Wl Library lifinsewaniu el heu #ialidl Source Code insaaaouls
.&. Secure Build Pipeline:

b.&oe. W Cl/CD Pipeline 151015 Scan ¥o3lng (SAST, DAST) wag Software
Composition Analysis (SCA)
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b.&l. 7938 Code Signing @135y Application Package

.o. Application ABsENISOTRUADLAEYININIUTINAUTZUY Microservices 1aag1951uU3u Loy
Foan3HIU APl Gateway (REST/GRPC/GraphQL) ssylseuunanenInug

[GR ﬁawjmﬂmiﬁ’mzuumw 1 Identity Provider, Logging, Monitoring

@. WINTFIULAL Best Practices AunuUaanfe (Security)

m.e. MsnuszuUsisaduluniuman Secure by Design Lazdnedeunsgiuana Fall
m.e.e. OWASP Mobile Security Testing Guide (MSTG)
m.@.lo. OWASP MASVS (Mobile Application Security Verification Standard)
am.@.en.  OWASP Mobile Top 10
m.e.c. NIST SP 800-163: Vetting the Security of Mobile Applications
m.e.& ISO/IEC 27001 wag ISO/IEC 27034 (Application Security)

alo. MITHATRYA
mb.o. Yeyaylduavdeyadiftydod1sianie AES-256 ©3egenIn
mlol. MsAvENsTILAGEINIY TLS 1.2 TulU uavdeadeld Certificate Pinning
mlo.an. W UAlY HSTS (HTTP Strict Transport Security)

mlo.@. Certificate Pinning A9430935UN13 Rotate Certificate

mlo.&. i0S deulald App Transport Security (ATS), Android Aaenuun Network
Security Config #1135 pinning

en.en. Authentication & Authorization
m.en.@.  Session Timeout Way Token Expiration

m.enlo. 14 PKCE (Proof Key for Code Exchange) @15u OAuth 2.0 / OpenlD Connect
3o JWT

... 3995V Multi-Factor Authentication (MFA)
m.an.@. 995U Biometric Authentication (Wu Fingerprint, FacelD)
on.e. Secure Coding

a.c.o. UHURRIM OWASP Secure Coding Practices
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aclo. 14 Obfuscation \iietlaafiu Reverse Engineering
m.@en.  UAU AP Key / Secret Nlulaanselvia config WUU Clear Text
ma.a 1 Static Code Analysis (i SonarQube) iudunilsnes Quality Gate
m.c.& Wl Hardcoded Credentials
a.c.o. \Uald ProGuard / R8 @1%5U Android way Bitcode @113u i0S

en.&. Version Control & Branching Strategy

ado. YOTAlARTIMUAGBIGNIALAULATUIMSINNITUUSTUL Version Control (Wu Git)
Nseasumsimundnsiinga (Access Control) aegsUaense

a.&lo. NMINAUIRBIALTEUNIIAIN Git Flow %38 Branching Model fissAnsmuiun (9u
main/master, develop, feature, release, hotfix) Lialinisvaudusyuuiazinerenisnsivaey
gaunau

oo A09EN50AUTY Code Review (Pull Request/Merge Request) nausiulanldiig

KU

main branch

a&.c. nulald Protected Branch wag Commit Signing (GPG/SSH) tieanusiulalu
ANUgNFRdLarAUReRsiEvesaTalAn

.. Reverse Engineering Protection
m.p.@. 1 Obfuscation + Anti-Tampering + Root/Jailbreak Detection
m.olo. 7F39d80U Emulator ey Debugger Detection

.ol Attestation/Integrity

male. 10S AB93043U DeviceCheck/App Attest Wiedugunugndiaswasual/aunsel
naulmdfansnensaAgy

m.ello. Android #®95895U Play Integrity APl @5733@0Udn 1nwIndou (device/app
integrity) NewauyIMN5YngINTINAADY

& MSYIAUINISAY DevSecOps, CI/CD wag Monitoring

<.@. Mobile Application @osiimuInelsinszuiunis DevSecOps lawiin1g Shift-Left Security
AALAITZEZAUTDINITHAIL

<lo. ABITOITUNITNUINTINAY CI/CD Pipeline U8384AnS lnsagniuoesiosd
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@b.a. Static Code Analysis (SAST), Dependency Scanning (SCA), Dynamic
Application Security Testing (DAST) Fudumeudafu (Quality/Security Gate) NOULNELNT

<lblo. Automated Build & Deployment lUg3 TestFlight (i0S) wag Firebase App
Distribution / Google Play Internal (Android)

Clo.m. $1897U SBOM wagsisaudeslnideawuuilu artifacts 89 pipeline

&.en. AB9E1150 Integration fUTEUU Microservices Milag Ingk1u APl Gateway wazfod3ae5u

Service Discovery uiIRIFIUIEUUNAN
€. IYUUABITELU Centralized Monitoring ATAUARNYN Service Fidedeq wu
e.ce. Application Performance Monitoring (APM)
&&. Error Tracking Wag Crash Reporting

<.&m Metrics way Logging dseanludeszuunans (W Prometheus, Grafana,
ELK/EFK)

cc.a MIuduFiou (Alerting) WatinAuRaunflulsag Service

<& i Alerting WalinAuRAUAR 59u89 SLA/SLO #A8I994AU mobile-backend

interaction

<& FALDIADUY 9 H19BINL NIANWIN A NITHAUITZUY

& mInadaunazAunI (Testing & Quality Assurance)
&.o. HIUINARIEININAGRUNATOUAGUAS]
&o.0. Unit Test ATBUARY > =@o% VBLAR

&olo. Integration Test ATOUARNN19LT auABAU API / Backend Wagn159ANIS
token/refresh/PKCE

&.e.o.  UI/UX Test Uuqﬂﬂiﬁﬁﬁ]’%ﬂ (Real Device) Waz Emulator

&e.& Security Test @10 OWASP MSTG @i OWASP MASTG/MASVS (%quzﬁ"u L2

dusudeyagaulm)

&.e.¢ Performance Test 533@2U Response Time, Memory, Battery Usage,

network reliability

&o.o. Compatibility Test AsaUARH Android az i0S (o VBsTUNEANEER)
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&.@.00. Penetration Test (Mobile App Security Assessment) IG}EJ;\JTL%EJ’J%%QJW’IEME]ﬂ
AMUAIANUIN Y NIINAFDULINEISUU

&b, NINAAURRIRNTUNTUNRUNIAIATY fiasoumquivia/suiifisy WU Samsung, OPPO,

Xiaomi, Apple Wag Tablet (iPad, Android Tablet iuwé’ﬂﬁﬁiﬂ%\ﬂuuwiwaw)
&.en. Security Automation
&m.e. M Mobile App Security Scanners (i1 MobSF)
&.&. Dynamic Analysis
&.&e HIIFDU Runtime Behavior, Memory Leak, API Call
&.&. Penetration Test
¢.&o. HOWRNIL OWASP MSTG L2 ag1stloy
&.&lo. §osil Remediation Plan uay Retest wadwnly
&». Automation & Tooling
&p.o. 1% Mobile App Security Scanners (19U MobSF) 115U static/dynamic analysis

&o.lo. Dynamic Analysis: 1539 runtime behavior, memory leak, API call, certificate

pinning/ATS/Network Security Config ﬁﬂmugﬂéfﬁm
&.e. Accessibility

Co.e.  UX/U daaduluniy WCAG 2.2 szau AAA 1uegnatay waysiunisnsratiily
WHUNAADY

b. NTNBLNILIUNEALAYUY (Application Distribution & Store Deployment)

b.e. NMIULBUNALATUTU Apple App Store lag Google Play Store Aasaniunisnela
wnsgIuANLUaends (Security Compliance) Aifnunlagusazinanasy Wy

o.@.0. App Store Review Guidelines (Apple), App Privacy Details (Privacy
Manifests/SDK signatures/Privacy Nutrition Labels)

o.@.. Google Play Developer Policy (Google), Data safety form

oo, NT¥UIUNT Build, Signing Uag Deployment Ao3gndnn1su1u CI/CD Pipeline wuy
onlulf (Automated Release Pipeline) lnafitunaunsisdouainulasne (Security Gate) nou
NITHHELNTAT
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s NMsasauaglien Uay¥ Developer agaillumnenis (Official Developer Account) fipeg

nela%ores 31979 (Client/Organization) lallyUnydveadsudne wieunmun RBAC uaz Approval

Workflow fiau release el i131adudvesdnslusyuuiomue

o.& HUTRREAY tenansuazadanisieuns (App Deployment Guide) tialiE31419

ansaguanazdmaanellusnanlietegrslasnsi

b.&. ADINITAINUA N159AN3ANS (Role-based Access Control — RBAC) uutey® Developer

ietosiumsdndslaeiveu wu indnsaneinlasusygy1nangi13

o.5. Deliverables f152ULONA1TUUINIINTON Privacy/Compliance (App Store Privacy

Details, Google Play Data safety) wagnaing1un1InsIINNUYNABIYRITaYATINTDN

oo, FB3E NIFUIUNINTIVEOULALEULR (Approval Workflow) fiauns Release waUnnA3

o. Aeidesdau (Deliverables)
o.e. Source Code Wag Technical Documentation
o.lo. Security Test Report (913 OWASP MSTG)
e.en. Penetration Test Report ag Risk Mitigation Plan
o.c. Test Plan & Test Result ATBUARNYINNNTVIAEDU
o.&. Application Package dmsufings
oo, Aleldnu (User Manual)

ool AlENALATEUU (Admin/Technical Guide)

o

Aane masens Ul wigglndming  Ssgns Samwsssuds
ugsa nyadiswd Awaana Jauaglsad  SEeTse v

a ¢

Jwey Jumrsal Anddna lvegu g1u9 Mg nyAad

M o 3N
aaeYy dugmd
Wweuwy  dgwa dade

ASSy AU

e WAwLelud Vit asann



