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AMENUAANITNITNATBURIZIZUU (Penetration Testing)

A U9 idunmMAaeUIR1EIEUY (Penetration Testing) tiaUsziiluaulasnsiyves
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®. WINIFIUNFIUJURNIUNIITNAGDUANEILUUABIARAAG BITUNIASTINAINABE U B
wiaumsgusalUl

o) NIST SP 800-115: uuavnansnaaeuuazUsziiuanulasnievestayamanailn
o) OWASP Testing Guide: LuInensvadeuadlasnisvasiunaunaintu
o) Penetration Testing Execution Standard (PTES)
@ Open Source Security Testing Methodology Manual (OSSTMM)
& wnsgudu 9 Alduamudiuseuanndindng
. YDUWANIINAZADY

o) ABIATBUARNTINTNAAB UL TEUUIMNNBUEN (External) waznelu (interal)

Qéyd

b) naaeuluullidnsidnde (Black Box) Wrilsudiu (Grey Box) wiauuuildeya
Wianue (White Box)

o) FLAUINADINAFDU

- %1 Firewall (fowur1u Firewall) i eUssdiuinfidemadnfisusnisnliaisdall
w3alil Firewall vinuldgndesmuinguszasdafimvualivioll uagiioAunivedlninieniny
HaunAneaLindu

- %89 Firewall (neluszuv) Wi DMZ, LAN way Application Servers Lileu1
Yoilnd uagnaaeuauaisalunslesnisgnlausannaielu

- DMZ Zone A5732@UANuLdabs9983ssuuidiousanisuan wu Web Server,
Reverse Proxy, APl Gateway

- Segmented Network #923@9U71 Network Segmentation @1115aU83Un"3
laufluu Lateral Movement laa3wald

@) ALIUNSNAFDURNLTTUU F9l

- NINAADULIILTTUUABIATOUARY D8191I08 All @) Web Application o) API

Services m) Database &) Operating Systems &) Network Infrastructure ) Cloud Environment (§131)
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- IININARBUNGINIUNARBUAIINYNABIVBITEUY User Acceptance Test
(UAT) Seuiagum

- NSMNUTDUNNI DY LADILA WTDUNNT DY WALYIINITNAFBUNITIINETEUU
unaglinudaunnsag

o, NIPUIUNTNAGBY ABIATEUARUNTEUIUNITOEI DY il
) M37WTToYa (Information Gathering)
) MIIATIZYLNT (Vulnerability Analysis)
o) NMsIANATI@94 (Exploitation)
&) MINATIERRANTENU (Post-Exploitation)
&) N33R T894 (Reporting)

< AuaudRvenagey

o) FFuiwasdgnageunivszaunsaiuaglatunisiusesnesdnsanastetey
4519015 19U CREST %38 EC-Council

o) gnaaeuisdiuszaunsalasdunsiiusnsnaaeuane seuuTEAUBIANT
o) fnaaoudesiluiusesiilinumengannasdnsiusesanastnetiosnilenens wu
- CEH (Certified Ethical Hacker)
- OSCP (Offensive Security Certified Professional)
- GPEN (GIAC Penetration Tester)
- CompTIA PenTest+
- CPENT (Certified Penetration Testing Professional)
&) {negeudesiuszaumsallunisnaaeunsinngssuuludnuniy Web Application
& MIIYITIBNU ARsdavinTsnuranTngaulngazdsnetNtoyUTENa UM
@) TeMsvestnifiny wiewszAuANLTULTS (Severity)
o) kuIensui lwardesiu
&) YaNgIUUTENBY WU log, screenshot, timestamp
&) Answinansenuludanaiauasiegsia

&) eudesaunsaluldlunisusuugsssuvegelivssd@nsam wazdadadu
wnansegnlunianis
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5. MInAdeUIEsEUUABdlasuNMseulFatwinaIngd131e wavsesiiiunislugianaii
MyuAieNaNALINaNTENUADTEUUINIUUNG
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